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2 Introduction

The information contained within this document sets out methods by which Netsweeper and the customer should engage

the processes that should be followed and the contact points within each organization.

This document is based on the best information available at the time, and it is expected that all

stakeholders work in the spirit of cooperation to ensure the document is current.
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3 Support Details

3.1 Contact Information
3.1.1 Direct Sales Team

The Direct Sales team is the primary point of contact for all new service requests or additional services being added to

your current portfolio.

+44 (0) 113 397 0453 sales@netsweeper.com

3.1.2 Netsweeper Helpdesk Team

+44 (800) 046-5808 support@netsweeper.com

The Netsweeper HelpDesk is the primary point of contact for all incident logging, requests or queries relating to the

services being provided to you. In order to best route your call you will be presented with a Front End Message:
Welcome to Netsweeper Support.

Please note that calls may be recorded for quality and training purposes. Please select from the following options to allow

us to better direct your call.

Press 3 to speak to our support team. During busy periods you will be asked to leave a voicemail. This is normal, please

leave a voicemail and we will call you back.

Please call the UK Direct Sales Team for Account Management

3.2 Hours of coverage

The services provided by Netsweeper are designed and built to be available and operational 24 hours a day, 7 days a week,

365/6 days a year.
The Netsweeper Helpdesk is available during the hours of 09:00 to 17:00, Monday to Friday, excluding Public Holidays.

To report a Priority incident outside of the working hours, please contact our 24/7 Helpdesk Support Line.

3.3 Customer Case Submission
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Any faults with services supplied by Netsweeper must be logged with the Netsweeper Service Desk during Working Hours
using the contact details provided in this document. Faults may be logged via telephone or email. However, we strongly
suggest that high priority faults are raised via the telephone to ensure prompt attention. If you feel your call needs

escalated in priority details of our escalation process are below in this document.

3.3.1 Cases logged by telephone

On logging a fault, a Service Desk Agent will:

= Take the site administrators or nominated persons’ details

=  Document the fault and / or issue

= Issue a case reference number

= Confirm appropriate triage (troubleshooting / diagnosis / impact / quantity of users affected) has been completed
as per the service description.

= Assign a case priority based on the fault and impact classifications described in section 2.7

= Request troubleshooting and diagnostics from the customer, in order to gather enough information to progress
the case.

=  Confirm if the customer has reviewed the support site for pre-existing help guides, FAQ's etc. and confirmed that,

where applicable, these have been followed.

If the fault cannot be resolved during the initial telephone conversation, the fault will be placed in the incident

management teams support queue and will be dealt with and per the case priority matrix.

Customers can check progress via the Netsweeper Helpdesk Portal, additionally any updates and resolutions are provided

via our automated email updates.

All timings for case handling procedure and SLA measurement start from the time the call reference number is issued

during the initial call, unless the incident was picked up from our Monitoring Systems.

3.3.2 Caseslogged by email

All faults logged by email should include:

= The name, role and telephone number of the person logging the fault.
= The school or customer for which the call is being raised
=  Any Customer fault reference number
=  Full and accurate details of the fault being reported.
= Full details of all troubleshooting / diagnosis that has taken place by yourselves as per the service description
= A statement of impact of the issue (e.g. single user, all users etc.) If the issue is clear within the email the Service
Desk Agent will:
o Logthe case within our Helpdesk Service

o Reply to the email detailing the case reference number and priority assigned.
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The case will then be placed in the incident management teams support queue, and will be dealt in accordance to the
ticket priority. The customer will receive case updates and resolution, as per the case handling procedures described below
(Section 2.5).

If the issue is not clear within the email the Service Desk Agent will attempt to contact the customer by telephone and /or

email to clarify. However, a case will be raised and placed “On Hold” until the further information has been provided.

If the email is received outside Working Hours, Netsweeper will treat the email is if it had been received at the start of the

next Working Hours period.

Calls raised by email will be logged within 24 hours (1 working day).

3.4 Case handling

All cases of any type (e.g. Faults, Service Change Requests, and Information Requests) are allocated a default case priority
by the Netsweeper Support Team at the time of logging. In circumstances where the effective impact to end users
indicates the situation is more serious and the default priority is inadequate, the default priority may be raised following
escalation by and in liaison with the agreed Customer contact and Support Manager within 30 minutes of the case being

raised. The priority sets the target resolution times for the case as described in Section 2.7.2.

Updates to cases will typically be via automated email however, you may obtain further information via Netsweeper

Helpdesk at any time.

3.4.1 Out of hours work

In the event that a P1 (or total service loss) fault is still open at the end of a Working Day, Netsweeper will continue to

work on the fault outside of working hours.

If end user testing is required to validate the resolution or to assist with investigations and the customer representative is

not available, the clock will be stopped and the fault will not be worked on outside normal Working Hours.

If a representative is available, then the contact details and methods of communication to be used out of hours will be

exchanged between Netsweeper and the representative at the end of the normal Working Hours period.

The agreed Customer contact uses the Customer portal and email services as their primary communications channel, in
the event of an Internet or email outage the agreed Customer contact may not be able to use the Customer Service Portal

or email facilities, thus for incidents when those services are affected, it is recommended to use the telephone.

When a case reaches the “RESOLVED STATE"™ and we have tried contacting the customer to get the case closed, we will
make 3 additional attempts over a period of 1 week and if there is NO response then the case will be closed. If the issue

still persists a new case will be opened & the SLA will begin again — a case will NOT be reopened in these circumstances.
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3.5 Case Priorities

3.5.1 Priorities

Priority 1 (P1): Your Netsweeper product is "down" or there is a critical impact to your business operations due
to an apparent problem with your Netsweeper implementation. You and Netsweeper will commit all necessary
resources to resolve the situation.

Priority 2 (P2): Operation of an existing Netsweeper implementation is severely degraded, or significant aspects
of your business operation are negatively affected by inadequate performance of Netsweeper products. You
and Netsweeper will commit full-time resources during normal business hours to resolve the situation.

Priority 3 (P3): Operational performance of your Netsweeper implementation is impaired, but most business
operations remain functional. You and Netsweeper will commit resources during normal business hours to

restore service to satisfactory levels.

Priority 4 (P4): You require information or assistance with Netsweeper product capabilities, installation or basic
configuration. There is little or no effect on your business operations
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3.6 Priority Matrix

Severity 2 Severity 3 Severity 4
(High) (Medium) (Low)

Business and financial exposure

The application failure
creates a serious
business and financial
exposure.

The application failure
creates a minimal
business and financial
exposure.

The application failure
creates a low business
and financial exposure.

Work Outage

The application failure

causes the user to be .. .
.. . The application failure
The application failure unable to perform some

. . causes the user to be
causes the user to be  small portion of their

. . unable to perform
unable to work or job, but they are still , .p .
a minor portion of their
perform some able to complete most | . .
. . job, but they are still
significant portion of other tasks.
. . able to complete most
their job. May also include

. other tasks.
questions and requests

for information.

Number of Clients Affected

The application failure The application failure = The application failure
affects a large number affects a small number = may only affect one or
of users. of users. two users.

There is an acceptable
and implemented There may or may not

There is likely an
workaround to the be an acceptable v
. . acceptable workaround
problem (i.e., the job workaround to the
. to the problem.
can be performed in problem.

some other way).

Response Time

Within four hours. Within elghtc hours or by Within elgh_t hours or by
next business day. next business day.

Resolution Time

The maximum . .
: The maximum The maximum
acceptable resolution . .
L . acceptable resolution = acceptable resolution
time is five business .~ . .
e time is 30 business days. time is 90 calendar days.
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3.7 Incident Matrix

The following matrix shows the different response times and the initial assigned team for various priorities of reported

incidents.

24 hours after initial 1 hour . )
: System Engineering
response time

P2 5 business days 4 hours System Engineering
30 business days 8 hours or next business
P3 Support
day
90 business days 8 hours or next business
Support
day

3.7.1 Escalation Management Notification

Our internal escalation process is intended to notify and brief various levels of management throughout the life cycle of
technical issues. This ensures that the appropriate resources within Netsweeper are utilized to resolve outstanding
incidents as efficiently as possible. The following schedule shows the manager receiving notification, and the elapsed time
at which notification is given, per the Priority Level; escalation continues until the issue has been resolved or a satisfactory
workaround has been implemented:

P1 P2 P3 P4 Cumulative Hours
Person Notified

/Hours  /Hours /Hours /Hours

Support Manager 4 24 48 96 4 24 48 96
Director PS / Support 4 24 48 48 8 48 96 144
Sales / Account Manager 4 24 48 - 12 72 144 -
CTO0 6 24 - - 18 96 - -
coo 6 24 - - 24 120 - -
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4 Customer Escalation Processes

4.1 Monitoring the progress of your call

Itis important that customers understand the progress of any call they log with us. When calls are updated an email should
be issued to the originator with the appropriate update. If the customer is not getting regular updates or has a question

regarding an update they should contact the service desk.
The customer also has the option of checking the status of their call via the Netsweeper Helpdesk Portal.

4.2 Incident Management Escalation

Please note: Before any incident is escalated, a support case must be logged with Netsweeper Support and the appropriate
amount of time should be given time to address the incident within the parameters of service level fix times defined in

section 2.7, in case of further escalation requirement please call or email our support team.
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