What happens if I don’t install the certificate?
e |f you don't install the certificate, browsers will warn you that there is a potential issue with a certificate for this web
site.

a There is a problem with this website's security certificate
E y This Connection is Untrusted

rect securely to waw Sacebook.com, but we cant corfim thet

recommend that you dlose this webpage and do not continue to this website

Getme out of heral

Technical Detalls

1 Understand the Risks

e You have a choice. You can choose to “click-through” the warning, and accept the risk, continuing on to the web site.
In most cases this will result in you being presented with either the web site you were expecting or a login page so

that you can elevate your filtering privileges using User Based Filtering. The alternative is to not click-through, in which
case you will not be able to access the web site.

e This will happen on all machines until the certificate is installed.

What happens if I can’t install the certificate on my machine?

e You do not need “administrator” privileges to install the certificate, however, if your machine is being managed by
your ICT team/administrator, it might be “locked down” preventing you from performing the installation yourself.

e We recommend you liaise with your ICT team and/or technician(s). Ask them to install the certificate for you following
either of the two procedures in the appendices (whichever is most appropriate).



Appendix A Microsoft Active Directory Group Policy Installation Procedure

The certificate can be deployed to Windows computers using group policy.

Download the Certificate from http://ukcloud.netsweeper.com:8080/ca.cer

Save the certificate to a convenient location.
Once you have downloaded the root certificate, please follow the instructions below:

1. Open Group Policy Management Console.
2. Find an existing Group Policy Object (GPO) or create a new GPO to contain the certificate settings.

i Ensure that the GPO is associated with the domain, site, or organizational unit whose computers you want
affected by the policy.

ii. If you are utilising an existing policy object, please ensure the object is set to publish computer configuration

or both computer and user configurations. (Publishing user configuration alone will not suffice).

For the purposes of this document we will use the a Windows Server 2012 R2, and we will edit the Default Domain
Policy for the netsweeper.localdomain (your domain will differ)...

@

Wroup FoICY Management

& File Adion View Window Help

Default Domain Policy
Scope | Detads | Settings | Detegation
Links

Displary

vom Heve

WML Filtring

Thes GO i irked 1o the folowsg WMI iter

4. Right-click the GPO, and then select Edit.

Group Policy Management Editor opens, and displays the current contents of the policy object.

1=} Group Policy Management Editor L= 1% —
File Action View Help
=% m = = Hrm
Default Domain Policy [DCO1.NETSWEEPER LOCALDOMAIN] Policy ~ Default Domain Policy [DCO1.NETSWEEPER.LOCALDON
« ® Computer Configuration
Policies Select an item to view its Name
Preferences description.

& Computer Config.
« & User Configuration

i User Configuration
Policies

Preferences

Extended | Standard _-
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5. Inthe navigation pane,
i.  For Windows Server 2003, open Computer Configuration \Windows Settings\Security Settings\Public Key
Policies\Trusted Root Certification Authorities.
ii. For Windows Server 2008 and Windows Server 2012 R2, open Computer Configuration\Policies\Windows
Settings\Security Settings\Public Key Policies\Trusted Root Certification Authorities.

Group Policy Management Editor =1 ——
File Action View Help
- o s Bm
Default Domain Policy [DCO1.NETSWEEPERLOCALDOMAIN] Policy A | Issued To Issued By Expiratio... Intended |

« # Computer Configuration There are no items to show in this view
Policies
Software Settings
Windows Settings
Name Resolution Policy
Scripts (Startup/Shutdown)
+ T Security Settings
3 Account Policies
3 Local Polides
d Event Log
i Restricted Groups
i System Services
a Registry
 File Systemn
Wired Network (IEEE 802.3) Policies

Windows Firewall with Advanced Security

Network List Manager Policies
i# Wireless Network (IEEE 802.11) Policies

Public Key Policies
Encrypting File System
Data Protection
BitLocker Drive Encryption
BitLocker Drive Encryption Network Unlock Certificate
Automatic Certificate Request Settings
Trusted Root Certification Authorities
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
Untrusted Certificates
Trusted People

Software Restriction Policies

Network Access Protection

Application Control Policies

8 IP Security Policies on Active Directory (NETSWEEPER LC
Advanced Audit Policy Configuration
i Policy-based QoS .
< " > < m >

Trusted Root Certification Authorities store contains no certificates.

6. Click the Action menu, and then click Import.

File | Action| View Help
-5

Import
D¢ All Tasks v 1
.
Refresh

Export List...
Help

7. Follow the instructions in the Certificate Import Wizard to find and import the certificate.

F Group Policy Management taitor L= 1~ maaam
File Action View Help
e 2 0az BHm
Default Domain Policy [DCO1.NETSWEEPERLOCALDOMAIN] Policy ~ | issued To = Issued By Expiratio... Intended Pu.. Friendly Na.. Sta.. Certificat.
« & Computer Configuration #Netsweeper Cloud CA Netsweeper Cloud CA  8/7/2026  <All> <None>
4 2 Policies

Software Settings
< = Windows Settings
= Name Resolution Policy
Seripts (Startup/Shutdown)
« & Security Settings
3 Account Policies
3 Local Policies
3 Eventlog




Appendix B Single Machine Installation Procedure
In order to access the full functionality of SSL filtering, an additional Web certificate needs to be installed on your computer.

1. You may be able to do this yourself, however you may find that your computer is set up to prevent you from making
the necessary changes in which case you will need the assistance of your ICT administrator to make the changes for
you.

2. If you are using Microsoft Internet Explorer, when you click the following link:
http://ukcloud.netsweeper.com:8080/ca.cer

e P~ G @Webfiteings.. = Netsweeper M. (& Home - Dropb.. & New tab

4 | Demow | PreventDuty> | Work~ & Suggested Sites > ) Storm Doristo hitwit.. v % Netsweeper Cyber Security

Do you want to open of save ca.cer (1.46 KB) from ukcloud.netsweeper.com?

Open Save ¥ Cancel Lx . ‘

3. Your browser will ask you if you want to ‘open or save’ the file, click the [Open] button
4. You maybe prompted to open the file

Open File - Security Warning
Do you want to open this file?

Name: ._al\Microsoft\Windows\INetCache\IEV0IC6PI7\ca.cer
A

Type: Security Certificate
From:  CAUsers\paul\AppData\Local\Microsoft\Windows\|

o =]

While files from the Internet can be useful, this file type can
', potentially harm your computer. If you do not trust the source, do
" not open this software. What's the risk

5. A new window will pop up showing the certificate. Click the [Install Certificate...] button

oh' Certificate X ‘

General Detals Certification Path

By Certificate Information ‘

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Netsweeper Cloud CA

Issued by: Netsweeper Cloud CA |

Valid from 09/08/2016 to 07/08/2026

Instal Certificate...  Issuer St
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6. The Certificate Import Wizard starts, click [Next]

£ Centificate import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lsts, and certificate revocation
lsts from your dsk to  certficate store.

A certficate, which is issued by a certification authority, is 3 confirmation of your dentity
and contains Information used to protect data or to establish secure network
connections. A certficate store i the system area where certficates are kept

Store Location
® i

O Locsl Machne

To continue, cick Next.

Choose Local Machine
7. You may be prompted to confirm the action by User Account Control

8. Select ‘Place all certificates in the following store’ and click [Browse]
X

€ i Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

Certificate store:

‘ ‘ I Browse...

G

9. Select ‘Trusted Root Certification Authorities’ and click [OK]

Select Certificate Store X

Select the certificate store you want to use.

_| Personal N
]

_| Enterprise Trust

_| Intermediate Certification Authorities

_| Trusted Publishers

| Intriicted Cartificatec
< >

[[] show physical stores

o ] conce




10. Click [OK]

& 4 Centificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spectfy a location for

the certificate.
(O Aytomatcally select the certificate store based on the type of certificate
(@) Place al certificates in the following store
Certificate store:
[ Trusted Root Certfication Authoribes | ==l

[

11. Click [Next]

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:
Eooa QT Trusted Root Certification Authorities
Content Certificate

[CEmsh ] conce

12. Then click [FINISH]

Certificate Import Wizard X

0 The import was successful.

=







Appendix C Checking that the certificate has been installed on Windows
You can check that the certificate has been installed using two methods:

1. Using Internet Explorer, for example using IE10
e Use the Tools > Internet options menu
Click the Content tab
Click the Certificates button
Click the Trusted Root Certificates tab
Ensure your Common Name (CN) appears in the Issued By column

Cortificates sy M~ ot S — re-

[<AII>

Intended purpose: v ]
| Other People | Intermediate Certification Authorities| Trusted Root Certification Authorities [Tr «|»
Issued To Issued By Expir... Friendly N... -~

S GlobalSign Root CA GlobalSign Root CA 1/28/... GlobalSign

52/Go Daddy Class 2 Certif... Go Daddy Class 2 Certification ... 6/29/... Go Daddy ...

5 Go Daddy Root Certifica... Go Daddy Root Certificate Auth... 12/31... Go Daddy ...

S GTE CyberTrust Global ... GTE CyberTrust Global Root 8/13/... DigiCertGl... [
SMicrosoft Authenticode(... Microsoft Authenticode(tm) Ro... 12/31... Microsoft ... =
SIMicrosoft Root Authority  Microsoft Root Authority 12/31... Microsoft ... -
SMicrosoft Root Certificat... Microsoft Root Certificate Auth... 5/9/2... Microsoft ...
SIMicrosoft Root Certificat... Microsoft Root Certificate Auth... 6/23/... Microsoft ...

L IMicrasoft Rog ortifica Micraosoft Roo ortificate Auth Microsoft ...
aINetsweeper Cloud CA Netsweeper Cloud CA None> v

Certificate intended purposes

Export...

Learn more about certificates

Remove

View




Or use the MMC snap-in control

Start > Run > mmc

File > Add/remove snap-in
Click Certificates, click Add
Select Computer Account

Ensure Local Computer is selected

Click Finish
Click OK

Double-click Certificates (Local Computer)

Double-click Trusted Root Certification Authorities

Check for your certificate

@ file Action View Favorites Window Help _Je]x
e sBols =88
Console Root Issued To Issued By Expiratio.. Intended Pu.. Friendly Na.. Sta.. Certificat « || Actions
« 5 Certificates {Local Computer) JAddTrust External C.. AddTrust External CA .. 5/30/2020 Server Authe.. The USERTru... m e
Personal LvBaltimore CyberTrus... Baltimore CyberTrust... 5/12/2025 Server Authe.. DigiCert Bait... More Ad >
# & Trusted Root Certification Authorities GCertum CA Certum CA 6/11/2027 Server Authe... Certum o dons
- Certificates Class 3 Public Primar... Class 3 Public Primary... 8/1/2028 Secure Email.. VeriSign Cla...
Enterprise Trust Copyright () 1997 .. Copyright (c) 1997 Mi_. 12/30/19.. Time Stampi.. Microsoft Ti...
4 Intermediate Certification Authorities G DigiCert Assured ID ... DigiCert Assured IDR... 11/10/20.. Server Authe... DigiCert
R Trusted Publishers CDigiCert Global Root... DigiCert Global Root .. 11/10/20... Server Authe... DigiCert
| ntnsted Coiflcates B 5 DigiCert High Assur... DigiCert High Assuran... 11/10/20... Server Authe... DigiCert =
5 2::;:":;‘:":’ Corilication Authosiies @DSTRootCAX3  DSTRootCAX3 9/30/2021 Secure Email.. DST Root C...
= Certficate Enrollment Requests SEntrust Root Certific.. Entrust Root Certificat.. 11/27/20.. Server Authe... Entrust
B Simart Card Trusted Roots S Entrust.net Certificati... Entrust.net Certificatio.. 7/24/2029 Server Authe... Entrust (2048)
B Tiistad Devicas 5 Equifax Secure Certif... Equifax Secure Certific.. 8/22/2018 Secure Email.. GeoTrust
5GeoTrust Global CA  GeoTrust Global CA 5/21/2022 Server Authe... GeoTrust Gl...
5’ GeoTrust Primary Ce... GeoTrust Primary Cert.. 7/16/2036 Server Authe... GeoTrust
'GeoTrust Primary Ce... GeoTrust Primary Cert.. 12/1/2037 Server Authe.. GeoTrust Pri...
5 GlobalSign GlobalSign 12/15/20... Server Authe... GlobalSign |
SGlobalSign Root CA  GlobalSign Root CA 1/28/2028 Server Authe... GlobalSign
5Go Daddy Class 2 C... Go Daddy Class 2 Cer... 6/29/2034 Server Authe.. Go Daddy Cl...
Go Daddy Root Cert.. Go Daddy Root Certifi.. 12/31/20.. Server Authe.. Go Daddy R...
SGTE CyberTrust Glob... GTE CyberTrust Global... 8/13/2018 Secure Email.. DigiCert Glo...
5 Microsoft Authents Microsoft Authentico... 12/31/19.. Secure Email.. Microsoft A..
& Microsoft Root Auth... Microsoft Root Autho... 12/31/20.. <All> Microsoft R...
S Micaosoft Root Certi... Microsoft Root Certifi.. 5/9/2021  <All> Microsoft R...
6/23/2035 <All>

SMicaosoft Root Certi...

Microsoft Root Certifi

8/7/2026
-

<All>

Microsoft R..

<None>

<

Trusted Root Certification Authorities store contains 43 certificates.




Appendix D - Apple devices

Appendix E1 - Single user installation
Most Apple devices have a simple method of “trusting” a certificate.

On I0S Devices
Using your web browser, navigate to http://ukcloud.netsweeper.com:8080/ca.cer then click on the Download link for the
certificate.

@ Safar sese & 1410 - @ Safari weses ¥ am i - @ Safar senes & un -
Cancel Install Profile install Cancel Warning Install Profile Installed Done
ROOT CERTIFICATE
Netsweeper Cloud CA Netsweeper Cloud CA
ﬁ pe Installing the certificate “Netsweeper ﬁ pe

Cloud CA” will add it to the list of

Signed by Netsweaper Cloud CA trusted certificates on your iPhone.

Not Verified

Signed by Netsweeper Cloud CA
Verified v

Contains Certificate Contains Certificate

UNVERIFIED PROFILE

More Details . More Details

The authenticity of “Netsweeper

Cloud CA" cannot be verified.

Install

Cancel

Click [Install], [Install], [Done]


http://ukcloud.netsweeper.com:8080/ca.cer

On MacOSX Desktops and Laptops
Using your web browser, navigate to http://ukcloud.netsweeper.com:8080/ca.cer

Double-click the downloaded file to install into the Keychain. Change the Keychain to System (for all users), click Add

[ ] Add Certificates

Do you want to add the certificate(s) from the file “ca.cer” to a
keychain?

(5 et ecefe
O Msactiemnd

b s
MNew root certificates should be added to the login keychain for the

current user, or to the System keychain if they are to be shared by all
users of this machine.

login
Local ltems

Keychain + System

View Certificates Cancel m

You may be asked to authenticate to unlock the key chain, use a login and password of a machine administrator.

~ Keychain Access is trying to modify the system
keychain. Type your password to allow this.

L | Admin|
Password:
Cancel Modify Keychain
[ BoN ) Keychain Access
% Click to unlock the System keychain. | Q
Keychains

- — com.apple.kerberos.kdc
&' login Coortifiette
— - Self-signed root certificate
[Users/demoadmin/Library/Keychains/

A . Expires: Thursday, 3 August 2034 at 18:44:53 British Summer Time
legin. keychain
& This certificate has not been verified by a third party

T System Roots

Name ~ Kind Date Modified Expires
[=] com.apple.kerberos kdc certificate -- 3 Aug 203
@ com.apple.kerberos.kdc public key
@ com.apple.kerberos kdc private key -
Category [£] com.apple.systemdefault certificate -- 3 Aug 203
4 Allltems @ com.apple.systemdefault public key
/. Passwords @ com.apple.systemdefault private key =
- Secure Notes g Netsweeper Cloud CA certificate 7 Aug 202

] My Certificates
? Keys
[El Certificates

0]
4+
-

c

7 items
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Select the System Keychain, double-click your certificate

Metsweeper Cloud CA
[ NaN ) Cloud CA
Netsweeper Cloud CA
Root certificate authority Conploate per Cloud CA
Expires: Friday, 7 August 2026 at 23:47:41 British Summer Time o = Root certificate authority
€ This root certificate is not trusted ‘ ‘| Expires: Friday, 7 August 2026 at 23:47:41 British Summer Time

@ This root certificate is not trusted

» Trust
v Details

v Trust

Subject Name When using this cenificate:“ ¥ Use System Defaults ' "

Country CA ] I
StatefProvince Ontario SecursSackats Laver (388 | Never Trust

Locality  Waterioo Secure Mail (S/MIME) | no value specified
Organization  Netsweeper Inc .

Common Name  Netsweeper Cloud CA Extensible Authentication (EAP) | no value specified

IP Security (IPsec) no value specified B
Issuer Name
Country CA iChat Security no value specified a

State/Province Ontario o — : e
. erberos Clien no value specifie B

Locality Waterioo ToNALespectRe:
Organization  Netsweeper Inc Kerberos Server no value spgcified B

Commeon Name Netsweeper Cloud CA
Code Signing no value specified

Serial Mumber 00 F2 3E17 C2 0D 42 1F B4
Version 3

Time i no value specified

Click [Always Trust]. You may be asked to authenticate to unlock the key chain, use a login and password of a machine

administrator.

[ NN ] Keychain Access

% Click to unlock the System keychain. Q, Searcl

Keychains
&' login
ﬂ“ Local ltems
& system
T system Roots

Name ~  Kind Date Modified Expires
com.apple.kerberos.kdc certificate - ug
le.kerbs o ifi 3 Aug 203
? com.apple.kerberos.kdc public key - -
? com.apple.kerberos.kdc private key - -
Category ] com.apple.systemdefault certificate -- 3 Aug 203
ﬁ All ltems (E) com.apple.systemdefault public key - -
Z Passwords ? com.apple.systemdefault private key -- -
- & Metsweeper Cloud CA certificate - 7 Aug 202¢

Secure Notes
] My Certificates
@ Keys
Ed Certificates

Notice the blue “plus” badge on the Netsweeper certificate.



Appendix E2 - To deploy a Macintosh desktop/laptop and 10S device profile
If you have Apple devices, you might want to consider a bulk deployment.

To perform a bulk deployment “the Apple way” you can download the “Apple Configurator 2” application from the Mac App
Store https://itunes.apple.com/gb/app/apple-configurator-2/id1037126344?mt=12, or utilise a Macintosh running the Server
extensions (the Profile Manager)

It is beyond the scope of this document to detail the exact deployment methods.

In general:

e Download the certificate

e Create a mobileconfig file (also known as Profiles)

e Use a Mobile Device Management tool (Apple’s Server can act as an MDM) to push the configuration to your devices.
(There are third party MDM tools available).

e OR
e Publish the mobileconfig file(s) on a web server, download the mobileconfig file from the web server and install on the
local device.

Appendix E Android-based devices

Android-based devices are a bit trickier. There is no commonality for an installation method until devices running versions of
Android 4 or higher.

NOTE: You must enable a PIN or a pattern lock for your device otherwise you may not be able to install the certificate.

If your device runs Android version 4 or higher
The process is very similar to the process for 10S devices...

1. Using your web browser, navigate to http://ukcloud.netsweeper.com:8080/ca.cer then click on the Download link for
the certificate.

2. The built-in certificate installation wizard should start.

3. You will be asked to give the certificate a name

4. There should be no need for a passphrase, click through the remaining prompts.

If your device runs Android version 3 or lower

Some earlier versions of Android-based distributions include an application, sometimes called Certificate Manager, sometimes
called Credential Manager. Using this method will require you to copy the certificate to the file system of your device (either
the device memory or an SD card).

Access to the Certificate/Credential Manager is usually found at:
Settings > Personal > Security > Credential storage

You should consult the manual that came with your device to find out how to install a certificate, or contact the manufacturer.


https://itunes.apple.com/gb/app/apple-configurator-2/id1037126344?mt=12
http://ukcloud.netsweeper.com:8080/ca.cer

